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Abstract 38 

Following security best practices is essential to maintaining the security and integrity of today’s 39 
Information Technology (IT) systems and the data they store.  Given the speed with which attackers 40 
discover and exploit new vulnerabilities, best practices need to be continuously refined and updated at 41 
least as fast as the attackers can operate.  To meet this challenge, security automation has emerged as an 42 
advanced computer-security technology intended to help information system administrators assess, 43 
manage, maintain and upgrade the security posture of their IT infrastructures regardless of their 44 
enterprises’ scale, organization and structure.  The United States government, under the auspices of the 45 
National Institute of Standards and Technology (NIST), has established the Security Content Automation 46 
Protocol (SCAP—cf. scap.nist.gov) to foster the development and adoption of security automation 47 
specifications and data resources.1

The foundation of an effective security automation system is the capability to completely and 49 
unambiguously characterize the software systems, hardware devices and network connections which 50 
comprise an enterprise’s computing infrastructure.  With a detailed computing asset inventory in hand, 51 
one can begin to integrate and correlate a wealth of other knowledge about, e.g., vulnerabilities and 52 
exposures,

 48 

2 configuration issues and best-practice configurations,3 security checklists,4 impact metrics,5

The Common Platform Enumeration (CPE) is a family of specifications that are aimed at addressing the 57 
security automation community’s need for a standardized method to identify and describe the software 58 
systems and hardware devices present in an enterprise’s computing asset inventory. Collectively, the CPE 59 
specification stack aims to deliver these capabilities to the security automation community: 60 

 53 
and more.  In order for heterogeneous security automation systems to effectively share asset inventory 54 
information they must adopt common non-proprietary methods that enable its seamless exchange 55 
throughout the security information and event management lifecycle.  56 

• A method for assigning unique machine-readable identifiers to certain classes of IT products and 61 
computing platforms; 62 

• A method for curating (compiling and maintaining) dictionaries (repositories) of machine-63 
readable product and platform identifiers; 64 

• A method for constructing machine-readable referring expressions which can be mechanically 65 
compared (i.e., by a computer algorithm or procedure) to product/platform identifiers to 66 
determine whether the identifiers satisfy the expressions; 67 

• A set of interoperability requirements which guarantee that heterogeneous security automation 68 
tools can select and use the same unique identifiers to refer to the associated products and 69 
platforms. 70 

                                                      
1 For more information on SCAP, cf. NIST Special Publication 800-117, Guide to Adopting and Using the Security Content 
Automation Protocol, http://csrc.nist.gov/publications/drafts/800-117/draft-sp800-117.pdf. 
2 See, e.g., MITRE’s Common Vulnerabilities and Exposures (CVE) project, on the web at cve.mitre.org. 
3 See, e.g., MITRE’s Common Configuration Enumeration (CCE) project, on the web at cce.mitre.org, and also the Federal 
Desktop Core Configuration (FDCC), on the web at fdcc.nist.gov. 
4 See, e.g., the National Checklist Program Repository, on the web at checklists.nist.gov. 
5 See, e.g., the Common Vulnerability Scoring System, on the web at nvd.nist.gov/cvss.cfm. 
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Audience 71 

This specification document defines standardized methods for matching CPE names.  These methods are 72 
envisaged to be of interest to: 73 

1. Asset inventory tool developers.  Asset inventory tools inspect computing devices and assemble 74 
catalogs listing installed component hardware and software elements.  In the absence of CPE, 75 
there is no mechanism for how these tools should report what they find.  The CPE Specification 76 
Stack provides all the technical elements needed to comprise such a capability.  Furthermore, 77 
CPE is intended to address the needs of asset inventory tool developers regardless of whether the 78 
tools have credentialed (authenticated) access to the computing devices subject to inventory. 79 

2. Security content automation tool developers.  Many security content automation tools are 80 
fundamentally concerned with making fully- or partially-automated information system security 81 
decisions based on collected information about installed products.  The CPE Specification Stack 82 
provides a framework that supports correlation of information about identical products installed 83 
across the enterprise, and association of vulnerability, configuration, remediation and other 84 
security-policy information with information about installed products.  85 

3. Security content authors.  Security content authors are concerned with creating machine-86 
interpretable documents that define organizational policies and procedures pertaining to 87 
information systems security, management and enforcement.  Often there is a need to tag 88 
guidance, policy, etc., documents with information about the product(s) to which the guidance, 89 
policy, etc., applies.  These tags are called applicability statements.  The CPE Specification Stack 90 
provides a standardized mechanism for creating applicability statements which can be used to 91 
ensure that guidance is invoked as needed when the product(s) to which it applies is discovered to 92 
be installed within an enterprise. 93 

94 
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1. Introduction 164 

Following security best practices is essential to maintaining the security and integrity of today’s 165 
Information Technology (IT) systems and the data they store.  Given the speed with which attackers 166 
discover and exploit new vulnerabilities, best practices need to be continuously refined and updated at 167 
least as fast as the attackers can operate.  To meet this challenge, security automation has emerged as an 168 
advanced computer-security technology intended to help information system administrators assess, 169 
manage, maintain and upgrade the security posture of their IT infrastructures regardless of their 170 
enterprises’ scale, organization and structure.  The United States government, under the auspices of the 171 
National Institute of Standards and Technology (NIST), has established the Security Content Automation 172 
Protocol (SCAP—cf. scap.nist.gov) to foster the development and adoption of security automation 173 
specifications and data resources.6

The foundation of an effective security automation system is the capability to completely and 175 
unambiguously characterize the software systems, hardware devices and network connections which 176 
comprise an enterprise’s computing infrastructure.  With a detailed computing asset inventory in hand, 177 
one can begin to integrate and correlate a wealth of other knowledge about, e.g., vulnerabilities and 178 
exposures,

 174 

7 configuration issues and best-practice configurations,8 security checklists,9 impact metrics,10

1.1 Purpose 183 

 179 
and more.  In order for heterogeneous security automation systems to effectively share asset inventory 180 
information they must adopt common non-proprietary methods that enable its seamless exchange 181 
throughout the security information and event management lifecycle.  182 

The Common Platform Enumeration (CPE) addresses the security automation community’s need for a 184 
standardized method to identify and describe the software systems and hardware devices present in an 185 
enterprise’s computing asset inventory.  Four specification documents comprise the CPE stack: 186 

1. The Naming specification defines the logical structure of well-formed CPE names (WFNs) and 187 
the procedures for binding and unbinding WFNs to their encodings to and from machine-readable 188 
encodings; 189 

2. This document, the Matching specification defines the procedures for comparing source to target 190 
CPE names to determine whether they refer to some or all of the same products or platforms. 191 

3. The Dictionary specification defines the concept of a dictionary of names, and prescribes high-192 
level rules for dictionary creators. 193 

4. The Language specification defines a standardized structure for forming complex logical 194 
expressions from WFNs. 195 

These four specifications are arranged in a specification stack as depicted in Figure 1-1. 196 

                                                      
6 For more information on SCAP, cf. NIST Special Publication 800-117, Guide to Adopting and Using the Security Content 
Automation Protocol, http://csrc.nist.gov/publications/drafts/800-117/draft-sp800-117.pdf. 
7 See, e.g., MITRE’s Common Vulnerabilities and Exposures (CVE) project, on the web at cve.mitre.org. 
8 See, e.g., MITRE’s Common Configuration Enumeration (CCE) project, on the web at cce.mitre.org, and also the Federal 
Desktop Core Configuration (FDCC), on the web at fdcc.nist.gov. 
9 See, e.g., the National Checklist Program Repository, on the web at checklists.nist.gov. 
10 See, e.g., the Common Vulnerability Scoring System, on the web at nvd.nist.gov/cvss.cfm. 
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 197 

Figure 1-1: CPE Specification Stack 198 

Collectively, the CPE Specification Stack aims to deliver these capabilities to the security automation 199 
community: 200 

• A method for assigning unique machine-readable identifiers to certain kinds of IT products and 201 
platforms; 202 

• A method for compiling and maintaining dictionaries (repositories) of machine-readable product 203 
and platform identifiers; 204 

• A method for constructing machine-readable referring expressions which can be mechanically 205 
resolved (i.e., by a computer algorithm or procedure) against one or more dictionaries to yield 206 
sets of candidate referents; 207 

• A set of interoperability requirements which guarantee that heterogeneous security automation 208 
tools can select and use the same unique identifiers to refer to the associated products and 209 
platforms. 210 

The primary purpose of the CPE Name Matching specification is to provide a method for a one-to-one 211 
comparison of two CPE Names according to the matching methods specified in Sections 5, 6 and 7 of this 212 
document. 213 

1.2 Name Matching Scope 214 

This section specifies what functional considerations are in and out of scope for this specification.   215 

1.2.1 In Scope 216 

Functionally, the scope of CPE Name matching includes a one-to-one comparison of a source CPE name 217 
to a target CPE Name. The matching capability described in this specification encompasses two main 218 
parts: an attribute comparison method for individual attribute values within a CPE name and a minimal 219 
common name matching method.  Taken together, these two parts provide for basic tool interoperability, 220 
while remaining flexible and extensible enough to apply to the broadest range of use cases, including 221 
unanticipated use cases. 222 

CPE Name matching returns individual outcome results for attribute comparison along with a single 223 
overall result for a name match.  Name matches are intentionally minimally defined and extensible. Name 224 
matches are defined in terms of a given set relationship between the source name and target name.  225 

CPE Name matching as described in this specification has limited scope when applied to a list of CPE 226 
Names.  Specifically, CPE name matching can sequentially compare a single source name to a list of 227 
target names until such time that the first name match is found in the list.   228 
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1.2.2 Out of Scope 229 

The name matching method that is specified in this document may be used as the foundation for defining 230 
more complex matching capabilities at higher levels of the CPE specification stack.  The following 231 
aspects of CPE name matching are outside the scope of the current CPE Name Matching specification: 232 

1. Multiple name results.  Although CPE Name matching can be sequentially applied to a list of 233 
target names, it returns only the first match found in the list.  Returning lists of results is out of 234 
scope. 235 

2. Many-to-many list comparisons.  When comparing a list of source names to a list of target 236 
names, the CPE Name Matching specification provides a foundation from which to build list-to-237 
list comparisons, but specifying many-to-many comparisons is currently out of scope.   238 

3. Weighting of matching results.  Although CPE Name matching provides results for partial or 239 
possible matches, determining whether or not one match is more relevant than another is out of 240 
scope.  For example, the algorithm does not distinguish whether a match of a version attribute 241 
value is more or less relevant than a match of a language attribute value. 242 

4. CPE Language matching is out of scope.  It will be specified in the CPE Language 243 
Specification.  244 

1.3 Normative References 245 

The following documents are indispensible references for understanding the application of this 246 
specification. 247 

[CPE22] Buttner, A. and N. Ziring.  (2009).  Common Platform Enumeration—Specification.  Version 2.2 248 
dated 11 March 2009.  See: http://cpe.mitre.org/specification/spec_archive.html. 249 

[CPE23-D] Cichonski, P. and Waltermire, D. (2010).  Common Platform Enumeration: Dictionary. 250 

[CPE23-L]  Waltermire, D. and Cichonski, P. (2010).  Common Platform Enumeration: Language.  251 
Version 2.3. 252 

[CPE23-N] Cheikes, B. A. and Waltermire, D. (2010).  Common Platform Enumeration: Naming. 253 

[RFC2119] Bradner, S.  (1997).   Key words for use in RFCs to Indicate Requirement Levels. March 254 
1997.  See http://www.ietf.org/rfc/rfc2119.txt. 255 

1.4 Document Structure 256 

This specification document is organized as follows: 257 
• Section 1 provides an introduction and overview of security automation, the purpose for the CPE 258 

specification, and the purpose for and scope of the CPE Name Matching specification.  It also 259 
provides information about this document’s structure and normative references; 260 

• Section 2 defines the key terms and abbreviations used in this specification; 261 

• Section 3 defines what it means for a software product to conform with this specification; 262 

• Section 4 places this specification in the context of related specifications and standards; 263 

• Section 5 describes the foundational concepts, constructs and notations associated with this 264 
specification; 265 
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• Section 6 describes CPE Name matching methods; 266 

• Section 7 describes expected name matching behavior in pseudo-code. 267 

• Appendix A documents per-release changes to this specification over time. 268 

1.5 Document Conventions 269 

Relevant conventions that are applied to the content of this specification include assigning special 270 
meaning to text based on Font usage, restricted usage of requirements related terminology, and notation 271 
conventions for reference citation. 272 

1.5.1 Font Usage 273 

Text intended to represent computing system input, output, or algorithmic processing is presented in 274 
fixed-width Courier font. 275 

1.5.2 Terminology Usage 276 

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD", 277 
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be 278 
interpreted as described in RFC 2119. 279 

1.5.3 References 280 

Normative references are listed in Section 1.3 of this document.  The following reference citation 281 
conventions are used in the text of this document:  282 

• For normative references, a square bracket notation containing an abbreviation of the overall 283 
reference citation, followed by a colon and subsection citation where applicable (e.g. [CPE-284 
N:5.2.1] is a citation for CPE Naming specification, Section 5.2.1); 285 

• For references within this document (internal references) and non-normative references, a 286 
parenthetical notation containing the “cf.” (compare) abbreviation followed by a section number 287 
for internal references or an external reference, (e.g. (cf. 2.1.4) is a citation for Section 2.1.4of 288 
this document).  289 
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2. Terms, Definitions and Abbreviations 290 

2.1 Terms and Definitions 291 

The following terms and definitions apply to the CPE Name Matching specification.  Where practical, we 292 
have adapted terms and definitions from authoritative sources, such as industry, national and international 293 
standard specifications.  These sources are cited as appropriate. 294 

2.1.1 Attribute 295 

In the context of the CPE Version 2.3 family of specifications, an attribute is a property or characteristic 296 
of a computing product.  In CPE 2.2 the term “component” was commonly used for this purpose.  We 297 
have adopted the new term “attribute” in CPE 2.3 in order to clarify the distinction between CPE 2.2 298 
‘components” and computing components, such as software modules.  Examples of CPE 2.3 attributes 299 
are: part, vendor, product, and version.  CPE attributes and their value constraints are defined in the CPE 300 
Naming specification [CPE-N:5.4, 5.5]. 301 

2.1.2 Attribute-Value Pair 302 

An attribute-value pair is a tuple a=v in which a (the attribute) is an alphanumeric label representing a 303 
property or state, and v (the value) is the value assigned to the attribute. 304 

2.1.3 Bind 305 

In general terms, to bind means to connect two things together.  In the context of this specification, to 306 
bind means to deterministically transform a logical construct into a machine-readable representation 307 
suitable for machine interchange and processing.  The result of this transformation is called a binding.  A 308 
binding may also be referred to as the “bound form” of its associated logical construct. 309 

2.1.4 CPE Attribute Comparison 310 

The first phase of CPE name matching where a matching engine compares each of the 11 attribute-value 311 
pairs of a source CPE name to the corresponding attribute-value pairs of a target name according to the 312 
matching method specified in Sections 5 and 6 of this document.  CPE name matching is based on the set 313 
of combined outcomes of a CPE attribute comparison, which specifies one of the six possible logical 314 
attribute comparison outcomes for each attribute in a CPE name. 315 

2.1.5 CPE Name Match 316 

A CPE name match occurs when a source CPE name is found by a matching engine to have a defined 317 
relationship to a target CPE name.  A CPE name match is determined by the combined outcome results of 318 
its constituent attribute comparison (cf. 2.1.4) as specified in Sections 5 and 6 of this document. 319 

2.1.6 Escape 320 

For the purposes of CPE, the term escape means to precede non-alphanumeric characters (e.g. *, $, ?) 321 
with the backslash ( \ ) escape character in a value string.  When a non-alphanumeric character is escaped 322 
in a Well Formed CPE name, it shall be processed as string data.  When a non-alphanumeric character is 323 
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un-escaped in a well formed CPE name, it shall be interpreted as a special character as specified in at least 324 
one CPE 2.3 specification. 325 

2.1.7 Matching 326 

The CPE Name Matching specification defines two phases of matching: attribute comparison (cf. 2.1.4) 327 
and name matching (cf 2.1.5).  Matching is always a one-to-one source-to-target comparison of CPE 328 
values.  CPE name matching compares source-to-target attribute values at the attribute comparison level, 329 
and then applies rules to the set of attribute outcomes to determine a name match.  A detailed technical 330 
description of Matching is provided in Sections 5 and 6 of this document. 331 

2.1.8 Product 332 

In the context of CPE product refers to a computing product consisting of one of the following three 333 
types: 334 

1. Application; 335 
2. Operating system; 336 
3. Hardware device. 337 

The terms application, operating system, and hardware device are defined in the CPE Naming 338 
specification [CPE-N2.1.1, 2.1.9, 2.1.8]. 339 

2.1.9 Source Name 340 

In the context of CPE name matching, a source name is a single well-formed CPE name (WFN) that a 341 
matching engine compares to a target CPE well-formed name to determine whether or not there is a 342 
source-to-target match.  In CPE 2.2 terms this is the X value in the CPE 2.2 matching algorithm. 343 

2.1.10 Special Character 344 

A special character is a non-alphanumeric character that is defined by one or more CPE specifications to 345 
have a special meaning when it appears un-escaped in a WFN.  Special characters typically trigger a 346 
processor to perform a given function.  The rules for escaping CPE special characters are specified in the 347 
CPE Naming specification [CPE-N].  348 

2.1.11 Target Name 349 

In the context of CPE name matching, a target name is a single well-formed CPE name that is the target 350 
of a matching process.  A matching engine compares a source CPE name to a target CPE name in order to 351 
determine whether or not there is a source-to-target match.  In CPE 2.2 terms a target name is a single 352 
item in the list of known values (each N of K) and is the N value in the CPE 2.2 Matching algorithm. 353 

2.1.12 Value String 354 

A value string assigned to an attribute of a WFN must be a non-empty contiguous string of bytes encoded 355 
using the American Standard Code for Information Interchange (US-ASCII, also known as ANSI_X3.4-356 
1968). 357 
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2.1.13 Well-Formed CPE Name 358 

A well-formed CPE name (WFN) is defined to be a logical construct that constitutes an unordered list of 359 
11 attribute-value pairs that describe or identify a software application, operating system, or hardware 360 
device.  By unordered we mean that there is no prescribed order in which attribute-value pairs should be 361 
listed, and there is no specified relationship (hierarchical, set-theoretic or otherwise) among attributes. 362 
WFNs must satisfy the criteria specified in the CPE Naming specification [CPE-N:5.2.1].  For a full 363 
description and basic usage constraints on WFN logical attribute values, see Section 5 of the  364 
CPE Naming specification [CPE23-N:5]. 365 

2.2 Abbreviated Terms 366 

The following abbreviations and acronyms are used in this specification. 367 

ANSI  American National Standards Institute 368 
CPE  Common Platform Enumeration 369 
DLL   Dynamic Link Library 370 
FDCC   Federal Desktop Core Configuration 371 
GNU  GNU's Not Unix (recursive acronym) 372 
IT  Information Technology 373 
NIST  National Institute of Standards and Technology 374 
SCAP  Security Content Automation Protocol 375 
US-ASCII United States - American Standard Code for Information Interchange 376 
WFN  Well-formed name 377 
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3. Conformance 378 

A product manufacturer or product vendor can claim product conformance with the CPE Name Matching 379 
specification when it implements the behavior that is specified in the pseudo-code and produces the 380 
identical results for CPE attribute comparison outcomes that are specified in this document (cf. 5, 6, 7).  381 
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4. Relationship to Existing Specifications and Standards 382 

4.1 CPE Specification Version 2.2 and ISO 19770-2 383 

The CPE Naming specification describes the relationship between the CPE 2.3 family of specifications, 384 
the CPE Specification Version 2.2, and ISO 19770-2 [CPE-N:4.1, 4.3] 385 

4.2 CPE Naming Specification 386 

The CPE Name Matching specification builds on the foundation of the CPE Naming specification 387 
[CPE23-N].  Many of the concepts and methods that are applied in this specification are defined in the 388 
CPE Naming specification.  For this reason, we strongly recommended that CPE consumers read the CPE 389 
Naming specification before reading the Name Matching specification. 390 

4.3 CPE Dictionary Specification 391 

For the purposes of forming CPE dictionary names, the CPE Dictionary specification restricts the usage 392 
of the special characters question mark (?) and asterisk (*) as they are interpreted in this specification. 393 
The CPE Dictionary also builds upon the CPE Name Matching algorithm to define additional matching 394 
functionality specific to CPE Dictionary maintenance and use. 395 

4.4 CPE Language Specification 396 

The CPE Language Matching section of the CPE Language specification is built on the foundation of the 397 
WFN matching concepts and methods that are defined in this specification.  398 
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5. Name Matching Overview 399 

CPE Name matching specifies a common set of capabilities for matching sets of unordered attribute-value 400 
pairs known as CPE Well Formed Names (WFNs).  It specifies a method for a one-to-one comparison of 401 
a source WFN to a target WFN.  CPE Name Matching specifies two phases of matching: attribute 402 
comparison and name matching.  It aims to specify common matching functionality in order to facilitate 403 
interoperability, while remaining flexible enough to apply to the broadest range of use cases, including 404 
unanticipated use cases.  To this end, the CPE Name Matching specification defines a common 405 
comparison method at the attribute level and a minimal common matching method at the name level. 406 

Decisions about what constitutes a CPE Name match are precision vs. recall design trade-offs that are 407 
typically use case dependent.  For example, in the case where the source WFN is generated from the 408 
sparse results of a non-authenticated asset inventory tool, it is reasonable to decide that only a small 409 
number of matching attributes constitutes a CPE Name match.  In contrast, in cases where both the source 410 
and target WFNs are fully specified CPE Dictionary names, it is reasonable to decide that a name-level 411 
match occurs only when there is an exact match of all attribute values.  For this reason, we intentionally 412 
leave the majority of decisions about what constitutes a CPE Name match to be decided by CPE 413 
implementers at design time.  This section describes the foundational concepts, constructs and notations 414 
associated with CPE Name matching.  415 

5.1 Name Matching Concepts 416 

In order to understand CPE Name matching, it is essential to understand the meaning of the concepts 417 
described in this section.  The descriptions here build upon the term definitions in Section 2.1of this 418 
document as well as the concepts described in the CPE Naming specification [CPE-N].  In order to 419 
understand the context of the descriptions in this section, CPE consumers should first read the CPE 420 
Naming specification and then Section 2.1 of this document. 421 

5.1.1 Well Formed Names 422 

CPE Name matching is defined independently of any bound form of a CPE Name.  Rather, it is defined 423 
only in terms of the logical constructs of a WFN; namely the attribute and special character values 424 
described in Section 5.1.2 and 5.1.3 of this document.  In their bound form, these values are typically 425 
associated with character values such as the dollar sign ($), hyphen (-), and asterisk (*); or embedded 426 
special characters, such as the asterisk (*) and question mark (?). 427 

5.1.2 Logical CPE Attribute Values 428 

The following three logical CPE attribute values for WFNs are defined in the CPE Naming specification: 429 
1. ANY – Any value is acceptable.  The value does not matter; 430 
2. NA – the value is not applicable.  No value exists for the attribute; 431 

For a full description and basic usage constraints on WFN logical attribute values, see the CPE Naming 432 
specification [CPE23-N:5]. 433 

5.1.3 Special Characters 434 

The CPE Naming specification designates two special characters for use in the CPE attribute value 435 
strings of a WFN.  When these characters appear un-escaped within a CPE attribute value string, they 436 
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may be interpreted as having a special meaning by CPE specifications that are higher in the CPE stack 437 
[CPE-N:5.5.2]. 438 

1. Asterisk (*) 439 
2. Question mark (?) 440 

This specification (CPE Name Matching) assigns special interpretations to the asterisk and question mark 441 
special characters.  An un-escaped asterisk that is embedded within a CPE attribute value string is 442 
interpreted as a multi-character wild card.  An un-escaped question mark that is embedded within a CPE 443 
attribute value string is interpreted as a single character wild card.  Logically, these wild cards translate to 444 
multi-character ANY and single character ANY respectively. 445 

5.2 Un-escaped Character Matrix 446 

This specification does not require that all security automation tools transform CPE Names into WFNs 447 
prior to matching.  In practice, security automation tool developers may choose to unbind CPE Names to 448 
WFNs prior to matching as we have in this specification, or they may apply matching to the bound form 449 
of their choice.  However, for the purpose of security automation tool interoperability, we specify the 450 
following requirements: 451 

1. The logical meaning of un-escaped CPE characters, including unspecified characters, must be 452 
applied as defined in the CPE Naming specification [CPE-N] 453 

2. The logical meaning that is applied to the embedded characters asterisk (*) and question mark (?) 454 
must be applied as specified in this specification. 455 

Table 5-1 below summarizes the relationship between the set of un-escaped characters that are relevant to 456 
the CPE Name Matching specification.  Column 1, “Un-escaped Characters” describes each un-escaped 457 
character including the absent or unspecified character.  Column 2, “CPE Name Form(s)” lists the forms 458 
of CPE names in which the un-escaped characters can legally appear according to the CPE Naming 459 
specification [CPE-N].  Column 3, “Logical Meaning”, lists the logical meaning that each un-escaped 460 
character designates.  This logical meaning is consistent across all CPE 2.3 specifications.  Note that the 461 
“Logical Meaning” column describes the semantics of un-escaped characters in terms of CPE Logical 462 
Values.  However, this description is not to be confused with CPE Logical Attribute Value notation in 463 
WFNs.  CPE Logical Value notation (ANY and NA) designates only whole attribute values as described 464 
in Section 5.1.2 of this specification.  The CPE notation for the logical meaning ANY within the value 465 
string of a CPE attribute is designated by a question mark (?) for a single character and an asterisk (*) for 466 
multiple characters.  For more detail on CPE notation see the CPE Naming specification [CPE-N].  467 

Table 5-1: Un-escaped Character Matrix 468 

Un-escaped Characters CPE Name Form Logical Meaning 

Hyphen (-) URI/Formatted string NA 
Blank ( ) URI ANY 
Asterisk (*) Formatted string ANY 
Embedded Question Mark (?) Formatted string/WFN Single character ANY 
Embedded asterisk (*) Formatted string/WFN Multi-character ANY 
Unspecified URI ANY 
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5.3 Logical Definitions 469 

This section defines the logical notation that designates the possible outcomes of both CPE attribute 470 
comparison and CPE Name matching. 471 

5.3.1 CPE Attribute Comparison Constructs 472 

We apply set theory principles to identify five possible outcomes of a comparison between a source 473 
attribute-value pair and a target attribute-value pair.  We use common set notation to denote these 474 
outcomes.  In the context of this specification the sets are determined as subsets of the set of all possible 475 
matching values of an attribute.  Table 5-2 describes the set notation for these outcomes along with a 476 
definition and example for each set relation in the context of CPE attribute comparison. The letters A and 477 
B in the Notation column represent source and target values for the same attribute. A version attribute for 478 
example could have source value (A) of “3.0”, and target value (B) of ANY. 479 

Table 5-2: Outcomes of CPE Attribute Comparison 480 

Notation Definition Example 

A ⊃ B The set of possible source attribute values is a SUPERSET 
of the set of possible attribute values for the target 

source = ANY, target = string 

A ⊂ B The set of possible source attribute values is a SUBSET of 
the set of possible attribute values for the target 

source = string, target = ANY 

A = B The set of possible attribute values for the source and target 
are EQUAL 

source = NA, target = NA 

A ≠ B The sets of possible attribute values of the source and 
target are mutually exclusive or DISJOINT 

source=NA, target = string 

A ∩ B The set of possible attribute values of the source and target 
INTERSECT 

source = partial string match + wild cards, 
target = partial string match + wild cards 

5.3.2 Name Comparison Constructs 481 

This specification defines five possible outcomes of a name level comparison between the set of 482 
outcomes resulting from the attribute comparison of a source to a target CPE Name.  Attribute 483 
comparison outcomes are compared across the set to determine the compound set relation of the source 484 
name to the target name. We use common set notation to denote these outcomes.  485 

Table 5-3 describes the set notation for these outcomes along with a definition and example for each set 486 
relation in the context of CPE name matching. The letters A and B in the Notation column represent the 487 
source and target CPE names respectively.  488 
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Table 5-3: Outcomes of CPE Name Comparison 489 

Notation Definition Example 

A ⊃ B The set of attribute comparison outcomes for the source 
name is a SUPERSET of the set of attribute comparison 
outcomes for the target name 

1  2  3  4  5 

⊃ ⊃ ⊃ ⊃ ⊃ 
 

A ⊂ B The set of attribute comparison outcomes for the source 
name is a SUBSET of the set of attribute comparison 
outcomes for the target name 

1  2  3  4  5 

⊂ ⊂ ⊂ ⊂ ⊂ 
 

A = B The set of attribute comparison outcomes for the source 
name is EQUAL to the set of attribute comparison 
outcomes for the target name 

1  2  3  4  5 
= = = = = 

 

A ≠ B The set of attribute comparison outcomes for the source 
name is DISJOINT with the set of attribute comparison 
outcomes for the target name 

1  2  3  4  5 
≠ ≠ ≠ ≠ ≠ 

 

A ∩ B The set of attribute comparison outcomes for the source 
name is an INTERSECT of the set of attribute 
comparison outcomes for the target name 

1  2  3  4  5 
 ∩ ∩ ∩ ∩ ∩ 

 

5.4 Conditions 490 

This section describes the required preconditions and post conditions of the CPE Name matching process. 491 

5.4.1 Preconditions 492 

1. For purposes of this specification it is assumed that all CPE Names are expressed as well formed 493 
names (WFNs).  WFNs are unordered sets of CPE attribute-value pairs. 494 

2. Attribute comparison MUST be performed prior to name matching 495 
3. The collective outcome of an attribute comparison of a source CPE Name to a target CPE Name 496 

SHALL be used as input to name-level matching 497 

5.4.2 Post Conditions 498 

The CPE Name matching process SHALL provide matching results for each attribute comparison in a 499 
CPE Name as well as an overall name match result that reflects one of the set relations that are defined in 500 
Table 5-3.  501 

A and B: 
1,2,3,4,5 

 
 
 
 

A:1,2,3,4,5 
 
 
 
 

B:1,2,3,4,5 
 
 
 
 

B 
 
 
 
 

  A 
B  

1,2,3,4,5 

 B 
A  

1,2,3,4,5 

A 1,2,3,4,5 
 
 
 
 

B 
 
 
 
 

1,2,3,4,5 
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6. Name Matching Methods and Criteria 502 

This section applies set relations to WFN attribute values as defined in Section 5 of this specification (cf. 503 
5.1, 5.3).  Section 6.1 enumerates all possible combinations of CPE WFN attribute values and their 504 
outcomes.  Section 6.2 defines how sets of attribute comparison outcomes are combined to determine the 505 
minimal required outcomes of a CPE Name match. Section 6.3 defines matching criteria and methods for 506 
matching embedded wild cards in CPE attribute value strings. 507 

6.1 Attribute Comparison 508 

Table 6-1 enumerates all possible combinations of CPE WFN attribute values and their outcomes.  The 509 
following key describes the attribute value notation for Table 6-1. 510 

1. Column names 511 
a. Source = The source WFN 512 
b. Target = The target WFN 513 
c. Outcome = The required outcome for each source attribute-value to target attribute-value 514 

as defined in Section 5.3 of this specification. 515 
2. Cell values 516 

a. ANY and NA = Logical Values as defined in Section 5.1.2 of this specification. 517 
b. i = an attribute value string 518 
c. k = an attribute value string that is not identical to i 519 
d. string + wild cards = attribute value string with any combination of ? or * embedded 520 

wildcards at the beginning or the end of the string. 521 

Table 6-1: Attribute Comparison 522 

Row No. Source Target Outcome 

1 ANY ANY = 
2 ANY NA ⊃ 
4 ANY i ⊃ 
5 ANY i + wild cards ⊃ 

6 NA ANY ⊂ 
7 NA NA = 
9 NA i ≠ 
10 NA i + wild cards ≠ 
16 i i = 
17 i k ≠ 
18 i i + wild cards ⊂ 
19 i NA ≠ 
21 i ANY ⊂ 

22 i + wild cards i ⊃ 
23 i + wild cards ANY ⊂ 

24 i + wild cards k ≠ 
25 i + wild cards NA ≠ 
27 i + wild cards i + wild cards =|⊂|⊃† 

28 i + wild cards k + wild cards ≠  
†Outcome depends on the string wild card matching algorithm 523 
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Wild card usage is a new optional feature in CPE 2.3. See Section 6.3 of this document for a detailed 524 
description of wild card matching criteria and methods.  525 

6.2 Name Matching 526 

CPE Name matching is determined by comparing the combined set of attribute outcome results from the 527 
attribute comparison phase of the matching process.  The results of a CPE Name match are one of five 528 
possible CPE Name set relations as defined in Section 5.3.2 of this document. 529 

One of the primary goals of this specification is to provide a foundation that is extensible enough for 530 
higher levels in the CPE Specification stack to build upon, while specifying enough commonality to 531 
ensure basic interoperability between CPE Name Matching conformant tools.  Therefore, the bulk of the 532 
baseline commonality of this specification comes from the standardized set relations and the attribute 533 
comparison method.  The five possible set relation outcomes of attribute comparison and name-level 534 
matching will always mean the same thing no matter how we choose to manipulate those outcomes for 535 
specialized purposes.  This approach allows many degrees of freedom at the name matching level.  For 536 
this reason, we provide a very small subset of five required name matches in CPE 2.3.  We expect that the 537 
security automation community will extend CPE Name matching to provide new and innovative ways to 538 
define CPE Name matches in order to satisfy various security automation use cases. 539 

The five required CPE Name matches are described in Table 6-2.  They apply the attribute comparison 540 
method defined in Section 6.1 and the possible CPE Name matching outcomes that are defined in Section 541 
5.3.2 of this specification. Additional name matching outcomes may be identified at higher levels of the 542 
CPE specification stack or by the security automation community to meet their operational needs. 543 

Table 6-2: CPE Name Matching Criteria 544 

Name Match 
Number 

If Attribute Outcome Then Name Match Relation 

1 If all attribute outcomes are DISJOINT (≠) Then CPE name relation = 
DISJOINT(≠) 

2 If all attribute outcomes are EQUAL(=) Then CPE name relation = 
EQUAL (=) 

3 If all attribute outcome is a SUBSET(⊂) Then CPE name relation = 
SUBSET(⊂) 

4 If all attribute outcome is a SUPERSET(⊃) Then CPE name relation = 
SUPERSET (⊃) 

5 If all attribute outcome is INTERSECT (∩) Then CPE name relation = 
INTERSECT (∩) 

These five name matching outcomes are the minimal required set of name matches for baseline 545 
interoperability among CPE Name matching tools. Five corresponding CPE_Name_Compare functions 546 
are specified in the pseudo-code example in Section 7.2 of this document that define the expected 547 
behavior for meeting the CPE name matching criteria that are defined in this section.  CPE implementers 548 
who wish to emulate the functionality of the CPE 2.2 Matching algorithm should note that name match 549 
numbers 1 and 3 in Table 6-2 produce a final result of FALSE in CPE 2.2, while name match numbers 2 550 
and 4 produce a final result of TRUE. 551 
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6.3 Wild Card Attribute Matching 552 

The following sections define matching criteria for wild card matching including the case where wild 553 
cards exist in both the source attribute value and corresponding target attribute value of a CPE Name. 554 

6.3.1 Wild Card Attribute Matching Criteria 555 

A wild card CPE attribute value consists of an attribute value string with any combination of question 556 
mark (?) or asterisk (*) embedded wildcards at the beginning or the end of the string. The following tables 557 
break CPE wild card attribute values into three parts: the start, the end, and the string value. The CPE 558 
Name Matching specification does not specify a string comparison method. It only specifies criteria and 559 
methods for matching the start and end parts of a wild card attribute value. A start or end could be a wild 560 
card character, in which case it will have a character value of either question mark (?) or an asterisk (*). A 561 
start or end could also designate the absence of a wild card, which indicates that no wild card exists. 562 
Table 6.3.1 below enumerates all possible combinations of start and end values and their outcomes.  The 563 
following key describes the notation for Table 6-3. 564 

1. Column names 565 
a. Source = The start or end of a source attribute value  566 
b. Target = The start or end of a target attribute value  567 
c. Outcome = The outcome for each corresponding start or end part of an attribute value  568 

2. Cell values 569 
a. Asterisk (*) wild card as defined in Section 5.1.3 of this specification 570 
b. Question mark (?) wild card as defined in Section 5.1.3 of this specification 571 
c. ø = the absence of a wildcard character in a start or end position an attribute value. 572 

Please note that the ø character is used in this section for informational purposes only. It 573 
does not appear as an actual CPE name character. 574 

d. ⊃ = a SUPERSET relation as defined in Section 5.3.1 575 
e. ⊂ = a SUBSET relation as defined in Section 5.3.1 576 
f. = = an EQUAL relation as defined in Section 5.3.1 577 
g. ≠ = a DISJOINT relation as defined in Section 5.3.1 578 

Table 6-3: CPE Wild Card Matching Criteria11

Source Attribute 

 579 

Target Attribute Result 
* * = 
* ? ⊃ 
* ø ⊃ 
? * ⊂ 
? ? = 
? ø ⊃ 
ø * ⊂ 
ø ? ⊂ 
ø ø ≠ 

 580 
581 

                                                      
11 The set relations in this context refer only to the start and end part of an attribute value. They do not apply to string matching. 

For example, a ≠ indicates a DISJOINT wild card comparison meaning there is no overlap between the set of possible 
source results and the set of possible target results.  
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6.3.2    Wild Card Attribute Matching Methods 582 

This section specifies the conditions and outcomes for wild card CPE attribute value matching. It assumes 583 
that a function (Fn) exists which scans a source string for all occurrences of a target string and returns the 584 
starting index of each occurrence. Each of the following matching tables defines wild card matching 585 
criteria under the conditions of one possible outcomes of this scan. 586 

1. Table 6-4 addresses the condition where source string and target string are EQUAL 587 
2. Table 6-5 addresses the condition where source string is a SUPERSET of target string 588 
3. Table 6-6 addresses the condition where source string is a SUBSET of target string 589 

Table 6-4: Where Source and Target Strings are EQUAL 590 

Source Target Result 
⊃ ⊃ ⊃ 
⊃ ⊂ ∩ 
⊃ = ⊃ 
⊃ ≠ ⊃ 
⊂ ⊃ ∩ 
⊂ ⊂ ⊂ 
⊂ = ⊂ 
⊂ ≠ ⊂ 
= ⊃ ⊃ 
= ⊂ ⊂ 
= = = 
= ≠ = 
≠ ⊃ ⊃ 
≠ ⊂ ⊂ 
≠ = = 
≠ ≠ = 

Table 6-5: Where Source String is a SUPERSET of Target String 591 

Source Target If Condition Then Result 
* * in all cases ⊂ 
* ? iff Fn has a result equal to length(source) - length(target) - 1 ⊂ 
* ø iff Fn has a result equal to length(source) - length(target) ⊂ 
? * iff Fn has a result equal to 2 ⊂ 
? ? iff Fn has a result equal to 2 and length(source) - 2 = length(target) ⊂ 
? ø iff Fn has a result equal to 2 and length(source) - 1 = length(target) ⊂ 
ø * iff Fn has a result equal to 1 ⊂ 
ø ? iff Fn has a result equal to 1 and length(source) - 1 = length(target) ⊂ 
ø ø in all cases ≠ 

Table 6-6: Where Source string is a SUBSET of target string 592 

Source Target If Condition Then Result 
* * in all cases ⊂ 
* ? iff Fn has a result equal to length(source) - length(target) - 1 ⊂ 
* ø iff Fn has a result equal to length(source) - length(target) ⊂ 
? * iff Fn has a result equal to 2 ⊂ 
? ? iff Fn has a result equal to 2 and length(source) - 2 = length(target) ⊂ 
? ø iff Fn has a result equal to 2 and length(source) - 1 = length(target) ⊂ 
Ø * iff Fn has a result equal to 1 ⊂ 
Ø ? iff Fn has a result equal to 1 and length(source) - 1 = length(target) ⊂ 
Ø ø in all cases ≠ 
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7. CPE Name Matching Pseudo-Code 593 

This section specifies the required common matching capability in terms of an abstract pseudo-code 594 
programming language to specify intended computational behavior.  Pseudo-code is intended to be 595 
straightforwardly readable and translatable into real programming language terms.  In reading pseudo-596 
code the following notes should be kept in mind: 597 
 598 

• All pseudo-code functions are pass by reference, meaning that any changes applied to the 599 
supplied arguments within the scope of the function do not affect the values of the variables in the 600 
caller’s scope. 601 

• In a few cases, the pseudo-code functions reference (more or less) standard library functions, 602 
particularly to support string handling.  Whenever possible, we reference semantically equivalent 603 
functions from the GNU C library, (cf. 604 
http://www.gnu.org/software/libc/manual/html_node/index.html#toc_String-and-Array-Utilities). 605 

7.1 Summary of CPE Name Matching Pseudo-code 606 

Table 7-1 provides a line-by-line summary of the pseudo-code in Section 7.2.  607 

Table 7-1: Description of the CPE Name Matching Algorithm 608 

Line Number(s) Description 

1 Begins the attribute comparison function 

2 Creates a new associative array table 

3 – 13 Compares each source attribute value to its 
corresponding target value 

14 Returns the combined outcome results of the attribute 
comparison 

15 Ends the comparison function that began on Line 1 

16 Begins the function definition for the attribute comparison 

17 – 19 Defines the attribute outcome as EQUAL (=) if both 
source and target values are both ANY 

20 – 22 Defines the attribute outcome as target is a SUBSET of 
source (⊃) if source value is ANY 

23 – 25 Defines the attribute outcome as source is a SUBSET of 
target (⊂) if target value is ANY 

26 – 28 Defines the attribute outcome as EQUAL (=) if both 
source and target values are an exact match 

29 – 31 Defines the attribute outcome as DISJOINT (≠) if either 
source or target values are NA 

32  Ends the function definition that began on Line 16 

33 Begins the first of 5 function definitions for name-level 
comparison the DISJOINT function;  

34-40 Defines the DISJOINT (≠) match as TRUE if all attribute 
outcomes are DISJOINT (≠)  

41 Defines the DISJOINT match as otherwise FALSE 

42 Ends the DISJOINT function definition that began on 
Line 33 

43 Begins the SUBSET function;  

44-50 Defines the SUBSET (⊂) match as TRUE if all attribute 
outcomes are SUBSET (⊂) 

51 Defines the SUBSET match as otherwise FALSE 

http://www.gnu.org/software/libc/manual/html_node/index.html#toc_String-and-Array-Utilities�
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Line Number(s) Description 

52 Ends the SUBSET function definition that began on Line 
43 

53 Begins the SUPERSET function;  

54-60 Defines the SUPERSET (⊃) match as TRUE if all 
attribute outcomes are SUPERSET (⊃) 

61 Defines the SUPERSET match as otherwise FALSE 

62 Ends the SUPERSET function definition that began on 
Line 53 

63 Begins the EQUAL function;  

64-70 Defines the EQUAL (=) match as TRUE if all attribute 
outcomes are EQUAL (=) 

71 Defines the EQUAL match as otherwise FALSE 

72 Ends the EQUAL function definition that began on Line 
63 

73 Begins the INTERSECT function; 

74-80 Defines the INTERSECT (∩) match as TRUE if all 
attribute outcomes are INTERSECT (∩) 

81 Defines the INTERSECT (∩) match as otherwise FALSE 

82 Ends the INTERSECT (∩) function definition that began 
on Line 73 

7.2 CPE Name Match Pseudo-code 609 

The following CPE Name Matching pseudo-code defines the functions that are described in Section 7.1 of 610 
this document.   611 

 612 
1 function CPE_Attribute_Compare(source, target) 613 
    ;; Compare each attribute of the Source WFN to the Target WFN. 614 
2   result := new table. 615 
  ;; compare results from the get function defined in Section 5.6.2  616 
   ;; of the CPE Naming Specification. 617 
3   put(result, part, compare(get(source, part), get(target, part))). 618 
4   put(result, vendor, compare(get(source, vendor), get(target,  619 
    vendor))). 620 
5   put(result, product, compare(get(source, product), get(target,  621 
    product))). 622 
6   put(result, version, compare(get(source, version), get(target,  623 
    version))). 624 
7   put(result, update, compare compare(get(source, update),  625 
    get(target, update))). 626 
8   put(result, edition, compare(get(source, edition), get(target,  627 
    edition))). 628 
9   put(result, language, compare(get(source, language), get(target,  629 
    language))). 630 
10  put(result, sw_edition, compare(get(source, sw_edition),  631 
    get(target, sw_edition))). 632 
11  put(result, target_sw, compare(get(source, target_sw),  633 
    get(target, target_sw))). 634 
12  put(result, target_hw, compare(get(source, target_hw),  635 
    get(target, target_hw))). 636 



 

20 

13  put(result, other, compare(get(source, other), get(target,  637 
    other))). 638 
   ;; For each attribute comparison, return one of the attribute   639 
   ;; outcome results as defined in the attribute comparison table   640 
    ;; in Section 6.1 of this document.   641 
14   return result. 642 
15 end 643 
 ;; Defines the Attribute_Compare function. 644 
 ;; The result is the set of attribute outcomes as defined in  645 
  ;; Section 6.2 of this document. 646 
16 function compare(source, target) 647 
17  if (source = ANY and target = ANY) then 648 
18     return =. 649 
19  end 650 
    ;; If both source and target attribute values are ANY, then the    651 
    ;; attributeOutcome as EQUAL (=).  652 
20  if (source = ANY) then 653 
21     return ⊃. 654 
22  end 655 
    ;; If source attribute value is ANY, then the attributeOutcome is     656 
    ;; a SUPERSET. 657 
23  if (target = ANY) then 658 
24     return ⊂. 659 
25  end 660 
    ;; If Target attribute value is ANY, then the attributeOutcome is     661 
    ;; a SUBSET.  662 
26  if (target = source) then 663 
27     return =. 664 
28  end 665 
    ;; If source and target values are an exact match then the  666 
    ;; attributeOutcome is EQUAL (=).  667 
29  if (target = NA or source = NA) then 668 
30     return ≠. 669 
31  end 670 
    ;; If either source or target attribute value is NA then the  671 
    ;; attributeOutcome is DISJOINT (≠).  672 
32  end 673 
 674 
    ;; CPE wild card matching criteria and behavior are defined   675 
    ;; in Section 6.3 of this document 676 
    ;; For the sake of brevity, no pseudo-code example is provided.   677 
 678 
    ;; Begin five examples CPE name matching functions as defined by  679 
    ;; the criteria in Section 6.2 of this document.  680 
 681 
 ;; Begin CPE DISJOINT function. 682 
33 function CPE_DISJOINT(source, target) 683 
34 result := CPE_Name_Compare(source, target). 684 
    ;; Compare combined sets of attribute outcomes to match source    685 
    ;; to target WFNs. If all attribute outcomes are DISJOINT (≠) then    686 
    ;; CPE name relationship is DISJOINT(≠).  687 
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35  if (attributeOutcome(result, =) = false and   688 
36      attributeOutcome(result, ⊃) = false and  689 
37      attributeOutcome(result, ⊂) = false and  690 
38      attributeOutcome(result, ∩) = false) then 691 
39  return TRUE. 692 
40  end 693 
41  return FALSE. 694 
42 end ;; Ends CPE DISJOINT function.        695 
 696 
   ;; Begin CPE SUBSET function. 697 
43 function CPE_SUBSET(source, target) 698 
44 result := CPE_Name_Compare(source, target). 699 
    ;; Compare combined sets of attribute outcomes to match source    700 
    ;; to target WFNs. If all attribute outcomes are SUBSET (⊂) then    701 
    ;; CPE name relationship is SUBSET (⊂).  702 
45  if (attributeOutcome(result, ≠) = false and 703 
46      attributeOutcome(result, =) = false and   704 
47      attributeOutcome(result, ⊃) = false and  705 
48      attributeOutcome(result, ∩) = false) then 706 
49 return TRUE. 707 
50  end 708 
51  return FALSE. 709 
52 end ;; Ends CPE_SUBSET function.  710 
 711 
   ;; Begin CPE SUPERSET function. 712 
53 function CPE_SUPERSET(source, target) 713 
54 result := CPE_Name_Compare(source, target). 714 
    ;; Compare combined sets of attribute outcomes to match source    715 
    ;; to target WFNs. If all attribute outcomes are SUPERSET (⊃) then    716 
    ;; CPE name relationship is SUPERSET (⊃).  717 
55  if (attributeOutcome(result, ≠) = false and 718 
56      attributeOutcome(result, =) = false and   719 
57      attributeOutcome(result, ⊂) = false and  720 
58      attributeOutcome(result, ∩) = false) then 721 
59 return TRUE. 722 
60  end 723 
61  return FALSE. 724 
62 end ;; Ends CPE SUPERSET function.     725 
 726 
   ;; Begin CPE EQUAL function. 727 
63 function CPE_EQUAL(source, target) 728 
64 result := CPE_Name_Compare(source, target). 729 
    ;; Compare combined sets of attribute outcomes to match source    730 
    ;; to target WFNs. If all attribute outcomes are EQUAL (=) then    731 
    ;; CPE name relationship is EQUAL (=).  732 
65  if (attributeOutcome(result, ≠) = false and 733 
66      attributeOutcome(result, ⊃) = false and   734 
67      attributeOutcome(result, ⊂) = false and  735 
68      attributeOutcome(result, ∩) = false) then 736 
69 return TRUE. 737 
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70  end 738 
71  return FALSE. 739 
72 end ;; Ends CPE EQUAL function.     740 
 741 
   ;; Begin CPE INTERSECT function. 742 
73 function CPE_INTERSECT(source, target) 743 
74 result := CPE_Name_Compare(source, target). 744 
    ;; Compare combined sets of attribute outcomes to match source    745 
    ;; to target WFNs. If all attribute outcomes INTERSECT (∩) then    746 
    ;; CPE name relationship is INTERSECT (∩).  747 
75  if (attributeOutcome(result, ≠) = false and 748 
76      attributeOutcome(result, ⊃) = false and   749 
77      attributeOutcome(result, ⊂) = false and  750 
78      attributeOutcome(result, =) = false) then 751 
79 return TRUE. 752 
80  end 753 
81  return FALSE. 754 
82 end ;; Ends CPE INTERSECT function.     755 
 756 
  757 
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Appendix A—Change Log 758 

• Initial draft specification released to the CPE community as a read ahead for the CPE Developer 760 
Days Workshop 761 

Release 0 – 9 June 2010 759 

• Near final draft released to NIST for submission to review process 763 
Release 1 – 30 June 2010 762 

• Minor editorial changes throughout the document 764 
• Added abstract and change log sections 765 
• Removed all mention of and support for the logical value UNKNOWN 766 
• Updated audience sections to align with the CPE Naming specification 767 
• Updated the name matching sections to reflect the new intersection relation, the set relation 768 

matching results and the minimal required name matching criteria 769 
• Added restrictions to the wild card verbiage to allow only start and end wild card usage within a 770 

value string 771 
• Added source wild card to target wild card matching pseudo-code 772 
• Broke out the name matching function to four separate functions and added a function for the new 773 

intersection relation to the pseudo-code 774 
• Added a new section to define wild card matching criteria and methods 775 
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